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OBJECTIVES

Discuss recent headline cases of drug diversionDiscuss

Identify the link between drug diversion prevention and patient safety 
initiativesIdentify

Review the key themes from the 2022 ASHP Guidelines on the 
Prevention of Controlled Substance DiversionReview



RELEVANT FINANCIAL RELATIONSHIP DISCLOSURE

The following person in control of this activity’s content have relevant financial 
relationships:
� Amanda Hays : employee and shareholder of Becton and Dickinson and Company

� As defined by the Standards of Integrity and Independence in Accredited Continuing Education definition of an 
ineligible company. All relevant financial relationships have been mitigated prior to the CPE activity
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HEALTHCARE WORKER DRUG DIVERSION

Co Occurring Disease
Depression and post-traumatic stress disorder (PTSD)

Fatigue

Stress

Impact of COVID-19
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Increase in substance use due to rise in depression and mental health 
disorders

Focus shift to frontline care needs

10-15% experience drug or 
alcohol dependence

Ref: 
1. The Joint Commission, Drug diversion and impaired health care worker. Quick Safety, Issue 48, April 2019
2. Baldisserri MR. Impaired healthcare professional. Crit Care Med 2007; 35(suppl):S106-16.
3. Industry voices- as COVID-19 flare-up continue, healthcare organizations must double down on drug divers. T. Knight, Fierce Healthcare 2020

Only a fraction of those go on to divert from their employer but the 
exact number is unknown

Risks to patients include inadequate pain relief and exposure to 
infectious disease



WHAT KEEPS ME UP AT NIGHT?

Employee is diverting medications and tampers with medication using non-sterile 
technique, or otherwise unsafe injection practices

Employee has an infectious disease

Infectious disease spreads to patients



Pain1

Hepatitis and HIV 

2008 – 2019:  4 outbreaks by 
HCV-infected health care 
providers – with at least 90 
outbreak-associated cases of 
HCV and 28,989 persons 
notified for screening2

Long incubation period + 
(typically) asymptomatic illness 
with HBV and HCV = 
underdetected and 
underreported2 

Viral Infections2

• Achromobacter xylosoxidans

• Serratia marcenses

• Sphingomonas paucimobilis

• Pseudomonas picketti

• Ochrobactrum anthropic

• Stenotrophomonas maltophilia

Other Bacterial Infections3-6
Patients not receiving pain 
medications due to delay, 
underdosing, or non-dosing

Treatments/surgical intervention 
without adequate pain relief

DRUG DIVERSION IMPACT

PATIENT SAFETY

1. Joint Commission Quick Safety Brief.  Drug Diversion and 

Impaired Health Care Workers. April 2019 

2. CDC.  Viral Hepatitis Outbreaks Related to Health Care.  

3. Medical Professionals Reference, July 7, 2017

4. MMWR 2019;68 (16):374-6

5. The Washington Post, Aug 8, 2019

6. JAMA Network Feb 27, 1991



RECOGNITION 
OF DRUG 

DIVERSION AS A 
PATIENT SAFETY 

THREAT



U.S. OUTBREAKS ASSOCIATED WITH DRUG DIVERSION BY HEALTHCARE PROVIDERS, 
1983-2013
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cdc.gov/injectionsafet

y/drugdiversion/drug-

diversion-2013



DRUG DIVERSION WITH TAMPERING IMPACT
HEALTH CARE IN THE UNITED STATES

1. Mayo Clinic Proceedings, July 2014. 

2. Medical Professionals Reference, July 7, 2017

3. MMWR 2019;68 (16):374-6

4. The Washington Post, Aug 8, 2019

5. JAMA Network Feb 27, 1991

28,000

Patients in a Mayo Clinic study 
were put at risk of Hepatitis C 

over a 10-year period1

5

Patients that developed 
Serratia marcescens due 
to tampering in a PACU 

in Wisconsin2

12

Confirmed patients with 
Hepatitis C due to an ER 
nurses’ unsafe injection 

practices and diversion in 
Washington state3

6

Roswell Park Comprehensive 
Cancer Care patients reported 

to have contracted  
Sphingomonas paucimobilis due 

to nurse tampering4

9

Patients impacted by 
tampering of fentanyl in the 

OR after developing 
Pseudomonas picketti

Recent Cases



HEALTHCARE 
DIVERSION IS A 
PATIENT SAFETY 
ISSUE

Suboptimal 
care*

Suboptimal pain 
control

Risk of 
infection

Loss of trust

*(provided by an impaired provider

Drug Diversion and Impaired Health Care Workers.  The Joint Commission Quick Safety, Issue 48, April 2019.



8 states Injectable Fentanyl 39 years in prison

THE SERIAL INFECTOR- HEPATITIS C

Fired 4 times

16

16 charges 46 infected

FBI News “Serial Infector” Gets 39 Years Linked to 
Hepatitis C Outbreak; December 20, 2013



INFECTIOUS COMPLICATIONS

Hepatitis C

Hepatitis B

HIV

• Atypical Infections:
� Achromobacter xylosoxidans

� Serratia marcenses

� Sphingomonas paucimobilis

� Pseudomonas picketti

� Ochrobactrum anthropic

� Stenotrophomonas maltophilia



SAMPLE WORKFLOW FOR 
DRUG DIVERSION EVENTS

1. Council of State and Territorial 
Epidemiologists Healthcare-
Associated Infections Drug 
Diversion Planning and Response 
toolkit for State and Local Health 
Departments; June 2019
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EXAMPLES OF DIVERSION 

www.healthcarediversion.org Drug wholesaler courier theft
Pharmacy technician theft of 

returns

Emergency Medicine 
Technicians tampering with 

vials on ambulances

Falsified prescriptions Falsification of waste Hospital visitor theft
Tampering with PCAs or 

continuous infusions



CURRENT 
HEALTHCARE 
CHALLENGES

Burnout

Workforce shortages

Staff turnover

Agency staff

New sites of care



ASHP GUIDELINES ON 
PREVENTING DIVERSION 

OF CONTROLLED 
SUBSTANCES



FOCUSED AREAS 
OF UPDATE

Governance and Culture

• Leadership support (including resources)
• Culture of safety
• Culture of recovery

Scope- Expanded

• Community and mail order pharmacy
• Acute and outpatient areas

Resources- Expanded

• Advance analytics
• Automated dispensing cabinets (ADCs)
• Security
• Audit resources

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



GOVERNANCE

Refocus on the “why” behind diversion 
prevention initiatives

Patient harm
Regulatory, legal, 

financial, and 
reputational risks

Patient 
Experience

Is drug diversion prevention an 
organizational priority?

If not, why?



GOVERNANCE
Gaps in resource investment continue in many organizations

� Advanced analytics

� Automated dispensing cabinets

� Security (camera or other)

� Auditing resources

Focus on relationships

� Nursing

� Medical staff

� System administration

� Staff awareness/signs of diversion or impairment



CONTROLLED SUBSTANCES DIVERSION 
PREVENTION PROGRAM (CSDPP)

https://www.ashp.org/-/media/assets/policy-
guidelines/docs/guidelines/preventing-diversion-of-controlled-
substances.ashx



MEDICATION USE 
SYSTEM- RISK POINTS

https://www.ashp.org/-/media/assets/policy-
guidelines/docs/guidelines/preventing-diversion-of-
controlled-substances.ashx



CULTURE
Culture of Safety

� Speak up culture supports culture of 

reporting for suspected diversion

Culture of Recovery

� Rehabilitation of healthcare workers with 

SUD

� Employee assistance programs

� Professional assistance programs

� Treatment success

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



GUIDELINE 
SCOPE: 

COMMUNITY 
& MAIL 
ORDER 
PHARMACY

Community and mail delivery pharmacy was covered in initial guidelines (but not in depth)

� Additional information on registration requirements (drug receptacle collection, 

pseudoephedrine) 

� Receptacles- chain of custody, security, shipping package inspection

Security- included information on cameras, panic button/safe rooms, locked compartments for 

refrigerated CS

Auditing systems to track and validate inventory adjustments; automated dispensing

Specific risks- will call, meds to beds, canceled and return to stock

Fraudulent prescriptions

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



GUIDELINE SCOPE: CARE CONTINUUM
� Ambulatory surgery

� Nursing homes/closed door pharmacy

� Long-term care

� Home infusion

� Hospice

� Clinics

� Specialty pharmacy

� Free-standing ED or Urgent Care

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



RESOURCES
Gaps in resource investment continue

� Advanced analytics- implement to reduce manual audit load (end to end 

coverage)

� Automated dispensing cabinets- coverage to alternate sites of care

� Security (camera or other)

� Auditing resources

Automation and Technology

� Increased focus on control, surveillance, and auditing

� Chain of custody- end to end

� Inventory- Automated Dispensing Cabinet (ADC) weekly if not blind counted each time, 

change of shift outside of ADC

� Product with practice- focus on vial sizes needed for high risk injectables

� Reduce-product specific dispensing

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



RESOURCES
Monitoring and Surveillance

� Coverage for all sites of care

� Manual or automated auditing

� To and From

� “The Basics”

� Review medications obtained in non-pharmacy reviewed situations 

(overrides)!

� Discrepancy investigations

� Pain assessment/reassessment

� Reconciliation (order to administration)

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



KEY PROCESS 
INDICATORS

Clark et al.  ASHP Guidelines on Preventing Diversion of 

Controlled Substances, Am J Health Sys Pharm, 79, 24 

(2022) 2279-2306.



TAMPERING RED FLAGS1
Product specific signs:
� Missing, manipulated or broken tamper-evident seals

Behavioral/physical signs:
� Long sleeves in warm weather

� Frequent bathroom trips

� Disappearing for long periods of time

� Employee physically in areas where they do not belong/volunteering 
to do tasks associated with narcotic transactions/supplies

� Signs of withdrawal
� Anxiety, agitation, nausea, vomiting, abdominal pain

� Emotional outbursts or verbal response

Transaction signs:
� Canceled transactions

� Higher than expected waste by specific employee

� Using narcotic when other medications may be more appropriate

Patient complaints
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1. Drug Tampering and product substitution in healthcare facilities, Journal of Healthcare Protection Management; V 38, No 1. 2023



SUGGESTED STRATEGIES
Educate staff on drug diversion signs/symptoms and safe injection practices

See something, say something
� Reusing syringes

� Accessing single dose vials multiple times

Talk to patients about their pain

Ensure your CSDPP has all the correct stakeholders
� Infection prevention

� Patient advocacy (complaints)

� Risk management
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KEY TAKEAWAYS

• Discuss your current state of drug diversion prevention initiatives with 
leadership
• Focus on the “why” and the “why now”

Discuss

• Use the gap analysis as a starting place (appendix B)
• Focus on resource gaps
• Evaluate for sites of care across your organization where Controlled 

Substances are used
Assess

• Establish KPIs (table 1)
• Develop a culture of “see something, say something” to support earlier 

detection
Develop



QUESTIONS?

CONTACT:
AMANDA HAYS, PHARM.D., MHA, BCPS, 
CPHQ, FASHP
DIRECTOR MEDICAL AFFAIRS
AMANDA.HAYS@BD.COM
314-208-5374
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